Convergence Technologies
Instructor Guide

Table of Contents

CoUTSE DESCIIPtiON . ciiiiiuiiiiiiiiiiiiiiriiiaiieristetetersssesersssasesersssssesessssssessssssesesssssssssssssssessssssssssasess viii
OffiCial CTP COUTISEWATE c..cuveururerureireraereraeresssessssrsssssssssssssssssasssssssssssssssssssassssssssssssssassssssssssssassssass ix
CoUTSE ODJECtIVES..cuiuiuiiiiiiiiiiiiiiiiiiiiiiiiiteitititieititititttetetatetasesesestreteresessssssssssssssssssssssssssassssesasnsnsns xi
ClaSSTOOIM SELUP .eviurriuieierierererersaresersrsasesessssssessssssssessssssssessssssesssssssssssssssssesssssssssssssasesssssssssssseses xii
System ReqUITEIMENtS ..ccciiiiiiiiiiiiiiiiieieiiiiieiiieiiititittecetetetttetestttstesesssacsssssssssstssssessssssssssssssssssssssans xii
Conventions and GrapPhiCS....cciciiiiiiiiiiiiiiieiiiieieieriereiertrtasetersssssesessssssessssssesessssssssessssssessssssasesssess xiv
Classroom Setup GUIdE .....cceieureiiuriiiiiiiriiiiriiiiriiiiriiiiriieiraitracrsatesasesacens Classroom Setup Guide-1
Lesson 1: Convergent Network Traffic ProtoCoOIS.....ccciieiiiiiiiieininieiiieieiiieiiiiirrerececaceseienesecesesecenns 1-1
Pre-ASSeSSMENT QUESTIONS 1.iuiniiiiii ettt e e et et et e et e e e e e e e e et e ettt aaaaaaas 1-2
(07035 11/ ¥=() o Lo T PP PP 1-3
Benefits of Convergent NETWOTKS ....c..i.iui i ettt e et e e e e et eeneenes 1-3
Characteristics of Convergent NetWOIKS. ... ot 1-3
The Smart Network and the Dumb Network.......cc.ccoiiiiiiiiiiiiiiii 1-4
Transport Through a Packet-Switched Network ..........coooiiiiiiiiii e 1-6
Realtime Transport Protocol (RTP) ......cuiuiiniiiiiiii et ettt eaeens 1-8
Realtime Transport Control Protocol (RTCP)......cuuiuiuiiiiiiiiiiii e e e e 1-11
VOIP Signaling ProtOCOLS ....ucunitiiii et ettt et e e e e e eaeen 1-11
Session Initiation ProtoCol (SIP) ....c..c.cuiiiii et eaee 1-11
Y02 @703 s} o o] 1S5 o L TN PPNt 1-14
SIP MESSAZES +utututunitntt ittt ettt ettt et ettt ea et et et et et ea et et ettt e a e h e ettt et e a e ea et aen e enae 1-16
SIP CallS .oiiiiiiiiiii it ettt e et e e e e 1-19
5 BG5OSR 1-21
H.323 ATCHItECHUTC ...ttt e e ettt et e ettt et et e e e e eaas 1-23
H.323 ProtoC0o]l STaACK .. ...cuiiiiei ettt ettt e 1-26
H.B23 CallS . iniiiiiiiiiitii ettt ettt aa et e e 1-30
SIP VS, H.B 28 ittt e 1-33
Media Gateway Control Protocol (MGCP).. ...t 1-35
(O I 1 o | PP PT PRSPPIt 1-37
LeSSOM 1 REVIBW ..ttt ittt ettt et et e ettt et et e e ettt ea et et et ea e e enas 1-39
LesSon 1 INStriICtOr SECTION . cuuuuitn ittt ettt et e et e eaeeaas 1-40
Lesson 2: Implementing VOIP ......ccccciuiuieiiieiiieturerececeteteieresestsesesssacssssassssssssssssssssssassssssssssssssasases 2-1
Pre-ASSESSIMENT QUESTIONS .ottt ettt ettt et ettt et et e en et it anesatnenaseseneseteneaetasnenetesnaenenanns 2-3
Planning a Convergent NetWOTK . .......o.iiiiiiiiiiiii et eas 2-4
NUMDETING PIAIIS ..ttt ettt ettt et e e e e eas 2-7
(€ o e Te [T e T PP PRP 2-9
Calculating VoIP Bandwidth ReqUITements.........c.viuiiiiiiiiiiiiiii e 2-12
Wireless Convergence TeChNOlOZIES .. ....cuuiiiiiiii et eaes 2-17
IP Multimedia SUDSYSteIm (IMS) ...cuiiiiiiii ittt et et e e e e e e e e enns 2-20
| = TeSY o s 1 (TP PPNt 2-20
PrESEIICITIE . etiniiii ettt 2-22
UNIIEA MESSAZITIZ e vuevniineiiiie ettt ettt et e et ettt e e it e e e e e ea e et e e et e an et e en et et eeneaneenns 2-23
AV e LT T 7SS i e PPN 2-23
T.120 Multimedia Conferencing Standards ...........c.veeuiiiiiiiiiiii e e eaaees 2-27
Internet Protocol Television (IPTV) ... ettt eens 2-30
Common COoNVErgencCe DEVICES .....c..iuiuiiuiiiiiii ettt e e e 2-31
Power Issues for Convergent NetWOTKS. ... c..i ittt e e e e ea e e eees 2-34
(07 R II] 1b Te | PP PP PP TP 2-37

Prosoft Learning, a VCampus Company
1.800.228.1027 - 1.602.275.7700 - www.CTP-certified.com



Convergence Technologies Table of Contents - 2

LESSOML 2 REVIBW . etinititt ittt ettt et e et et e e ae e e et et e e et e e et e et et e e a et e e e et e e eaeans 2-40
LesSOn 2 INSTIUCTOT SECTION .. euiuitiiiit ittt et e e e et e e et e e et e e e e eneanenaans 2-41
Lesson 3: Traffic, Troubleshooting and Security .....cccccicieiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiciiiiiieieieeereceens 3-1
Pre-ASSeSSMENT QUESTIONS 1.iuiuiiiii e et e et et et et et e e e e e e e e et et a ettt aaaaaaas 3-3
AYe) E V£ T T2 1 o) [T PR 3-4
Mean Opinion SCOTE (IMOS) .. cuuuiiniiii ettt ettt et e e et et e e e e e e e e e eeneenes 3-13
Maintaining and Troubleshooting Convergent NetWorks........ccoviuuiiiiiiiiiiiiiiiiniiee e 3-15
Security in Convergent NetWOTKS ... ..o et 3-21
el v oo ) B S 4 1o PPN 3-24
OVErVIEW Of NETWOTK AttACKS ouiuitiiiitiiiii ettt e e e et e e et e e et e eneaeaneneaeaneanenenns 3-26
Denial-of-Service (DOS) AttaCKS. . ..cuuinii e et 3-34
Distributed Denial-of-Service (DDOS) AttackS . .....cuiuiiniiiiiiii e 3-36
AV 7N\ 5 (o] o] o £ s V- S PP PPN 3-37
MAC AdATESS MOVEIMIEIIES .ouviinititiinititiitt ettt tet et tenetateneteteneteteneaetntneasttnsnetaansnetatnenemerntneternenernenns 3-38
I ek u B (o)'a N B IS T ot o) o NPT PPN 3-38
Maintaining YOUT NetWOTIKS ....c..iuniiii ettt e eeneenes 3-42
CaSE ST . ettt e ettt ettt et e eneanee 3-47
| BT To) o B B 2 4 (o PPNt 3-50
| ICTTo o WG T S ) 6 g B ot o) g ToTed (o) o BRSO PRI 3-51
Course ASSESSIMENt...cciiiiiiiiiiiiiiirtiiaiiaiercerserseressessesserssssscessessessssssssssessesssssnsans Course Assessment-1
APPENAIXES .ouviuiniiiiiiniiiieiiiitieieiicitieiatecitittacesestsacetstsssssetsssscssssssssssssssssssssssssssssssssssasnsns Appendixes-1
GlOSSATY eueiininiiiiiiiiiiiiiiitieiiieeitietacutetesecetessssasesssscassssssssessssssssssssssssssssssssssssssssssssssssnsssnns Glossary-1
5+ =5 Index-1
Supplemental CD-ROM Contents.......cccoceuiiiiiniiiiiiiniiiiiinceiecannens Supplemental CD-ROM Contents-1
Handouts: ACtivVities...cciiiiiiiieiiiiiiiiiiiieieriercirsetsetsacescescessessscescsssessesssssscessessess Handouts: Activities-1
Handouts: Optional Labs .....ccccceieiiiiiiiiiiiiniiiiiiiiiiieiiiniiiiiieceiecececscscscaceness Handouts: Optional Labs-1
Handouts: QUIZZES ...cceiiieiieiiriiiircisrisacescersessscessessessssssssscessessessssssssssessesssssssans Handouts: Quizzes-1
Handout: Course AsSeSSMeNt ....ccceviiiiiniircerseisnccrcessercrtsscsscescessecsscence Handout: Course Assessment-1

List of Labs

Lab 1-1: Viewing packets of an SIP SESSIOM t.uiiuutiuiiiuiiiiiiiii ittt ettt et e e e ea e eenns 1-20
Lab 1-2: Investigating open-source VOIP appliCations .........cccoveuiiiiiiiiiiiiiiiiiie e 1-34
Lab 2-1: Observing codecs, voice quality and bandwidth (instructor-led) .............cccccoveeiiiiiiiiiiiiiiniinnnenns. 2-16

List of Activities

Activity 1-1: Reviewing SIP reqUeSt I SSAZES . uututn ittt ittt ettt ettt ettt en et eeneaeeenennens 1-41
Activity 1-2: Reviewing the H.323 protocol Stack ........c.ciiuiiiiiiiiiiiiiii e 1-41
Activity 2-1: Calculating required bandwidth..........ccooouiiiiiiiiii e 2-42
Activity 2-2: Recommending compression standards .......c..c.veuiiiiiiiiiiiin e 2-42
Activity 3-1: Reviewing denial-of-Service attacks.........cuuiiuiiiniiiiiiiiiiiii e 3-52

List of Optional Labs

Optional Lab 1-1: Conducting a VoIP call using OpenPhone ...........ccoveuuiiiiiiiiiiiiiiiineiieieie e eeieeanee 1-42
Optional Lab 1-2: Installing and configuring a VoIP gatekeeper and registering VoIP clients

g e o) = Te § PSPPSRI 1-43
Optional Lab 2-1: USINg SKY P c.utuuttititeii ettt ettt ettt et et et eea et et ean et et een et et eenneeaneenns 2-43
Optional Lab 3-1: Rating your VOIP COMNECTION .....vuutitniitiiieiteiitei ettt ettt e ea et eei e ea et ean e eaaeeneanns 3-52
Optional Lab 3-2: Using monitoring mode (inStructor-1ed) ...........co.ueeuiiuiiiuiiiniiiiiieeee e 3-53

© 2007 Prosoft Learning, a VCampus Company - All Rights Reserved. Version 4.0



Convergence Technologies Table of Contents - 3

List of Quizzes

| 57=TSY Yo 3o N 1 V-2t 1-47
| B7=TSY Y03 o N2 1 V-2t 2-45
| DTS To) o NG T O 16§ V-t 3-54

List of Figures

Figure 1-1: UDP packet NEATET ..c..ouniniii et e e e 1-8
Figure 1-2: RTP PACKEL ...ucuiiiiiii ittt et et e e ettt e e ea e e et e e e e ens 1-10
Figure 1-3: SIP works with existing tools and Internet protocols......c..ccooiiiiiiiiiiiiiiiiiiii e 1-12
FIGUTIE 1-4: SIP PIOXIES. . c.ucuentntineittii ittt ettt ettt ettt ea e et et e e e e et ta e e e e et et ea e eaeea e e ea et eneeneens 1-15
Figure 1-5: SIP user agent registering with registrar.........ccooiiiiiiiiiiiiiiii e, 1-16
FIGUTIE 1-0: SIP TEQUEST . o.ueniiiiii ittt ettt ettt et et et ettt et e e e et e n e e eneens 1-17
FIGUTIE 1-7: SIP TOSPOIISE .. cueuttneineiet ettt ettt et et et et ettt et et et et ettt ea e ea e e e e et et ea e ea e ea e e e et eneeneeneens 1-18
Figure 1-8: SesSSion INVItAtiOnN PrOCESS . ... tuiuii ittt et et et e e et ea e e et et e e eneens 1-19
Figure 1-9: BYE call flow DetWeen USETr aZENTS .....oiuuiiuiiniiiiiiiiiiiii et eans 1-20
Figure 1-10: BYE call flow throUgh PrOXy ...c..ciuiiuiiiiiiiiiiiiiei e 1-20
Figure 1-11: RAS messages between end point and gateKeeper ........c..cooiiiiiiiiiiiiiiiiiiiin e 1-31
Figure 1-12: H.225 call signaling session between two H.323 terminals .........cccooeiiiiiiiiiiiiiiniininnenne, 1-31
Figure 1-13: H.245 session between end POIntsS........ccoviiiiiiiiiiiiiiiiiiii e 1-32
Figure 1-14: Direct end point SIZNalifg ........ooiuiiiiiiiiiiiiiii e 1-32
Figure 1-15: Routed mode Si@Nalinig........c.ouuiiiuiiiii et 1-33
Figure 1-16: Call setup in routed MOAe ........ouuiunieinii et eeae e 1-33
Figure 1-17: NCS embedded et .......c.iuiiniiiiiiii e et e eeae e 1-36
Figure OL1-1: OpenPhone WildOW ........ccuuiiiiiiiiiiiiiiii ettt e e e 1-42
Figure OL1-2: Window that appears after specifying correct initialization file for openh323gk.............. 1-44
Figure OL1-3: Using Telnet to MoONitor GateKEEPET ... ...c.iuuiuniiiii e 1-44
Figure OL1-4: Clients registering with gateKeePEer ...... ...ttt 1-45
Figure 2-1: T.120 arChit@CUTIC. ....uiuuiii ittt ettt et e et e e e e e e e enns 2-28
Figure 2-2: U PSS e 2-35
Figure 3-1: Jitter buffer resequencing and evenly spacing data packets.........ccocoviiiiiiiiiiiiiiiiniiiineieanee. 3-6
Figure 3-2: Effects of jitter buffer hold time..............cooooiiii 3-7
Figure 3-3: Calculating lat@riCy ....ueunieii i ettt 3-8
Figure 3-4: Effects of VoIP packet prioritization on data transmisSions.........ccoeeeveeiiiiiiiieiiiiieineneenneen. 3-9
Figure 3-5: Relating WAN access speed to PaCKet SIZ€ ......iuuiuniiiiiiiiiiiiiiiii e 3-11
Figure 3-6: TracCceroUte OULPUL .. cuiu it ettt et e e e et e et e e et e e eeneane 3-16
Figure 3-7: PINGPlOttEr CAPtUTE ..vnitii e e ettt e e e e 3-17
List of Tables

Table 1-1: Circuit-switched network vs. packet-switched network ............cc.ooooiiiiiii . 1-4
Table 1-2: SIP reSPONSe STATUS COUES .ouuiuiuiiniiniiiiii ittt e e ee et et et et et eae e et et et eaaneaneaneanesnennaennes 1-18
Table 1-3: H.323 ProtOCOL STACK ...vuiinitiiitit ittt et et e e e e e e e e e e e et et eaeanean e e eanesaaaneanees 1-26
Table 1-4: Comparing SIP t0 H.323 ... ittt et et et e e e e e eneean e 1-34
Table 1-5: Comparison of VOIP signaling ProtOCOLS ........cc.iiiuiiiiiiiiiii et ea e 1-36
Table 2-1:1 G.7XX COUBCS c.uuniiiiiiiiiiii ettt et ettt et e et e et e et e e e eaa e eaaaeas 2-12
Table 2-2:C0A@C AAtA ....ceuuiiiiiiiiii et 2-14
Table 2-3: MPEG-2 DIt TAEES . ...couuiiiiiiiiiiiii et ettt e e et et e eea e eaaes 2-26
Table 3-1: ITU G.114 delay recOmMMmMENdations .. ....euuiiunieneuneiiei ettt ee et et et et eaeererneeaneennees 3-8
Table 3-2: Mean OPinion SCOTES. . ..uiuuieintietin ettt ettt et et et ettt tnetn et etaanatnetnstnetetatnetnstnstneanesaeeneenees 3-13
Table 3-3: R-values and Mean OPiNion SCOTES ......uvuutuniuniuinineinetneineietetneenreneenetereaaenaeneeneteeaeaneanennes 3-14
Table 3-4: Mean Opinion Scores for audio COAECS. ... ittt e e e eaaanas 3-14
Table 3-5: CPU utilization recommendations............cocoiiiiiiiiiiiiiiiiiiii e 3-18
Table 3-6: Common man-in-the-middle attacks .........cccccoviiiiiiiiiiiiiiiii 3-27
Table 3-7: TIHCIT SEIVEIS..iuuiiutiiiiiiiiiii ettt et ettt et e a et et e b e et e e st eaa e et eaaeens 3-32
Table 3-8: Common flooding tECHNIQUES . .....cuiuuiiii et e eaaes 3-35
Table 3-9: ChoosSing an IDS ... ettt et e e ettt e e e e e e enee 3-39
Table 3-10: Backup Strategy COMPATISOTIIS .. cuututiniiniiit ittt ettt ettt et et et et et en et e e eaaeneneeneeneaneannes 3-45

© 2007 Prosoft Learning, a VCampus Company - All Rights Reserved. Version 4.0



